Sneaky Phishing Tricks

American Express card users beware of the “unauthorized transaction” scam. This
scam targets card users via a text message with the subject line “Unauthorized
transaction-American Express.” It tells recipients their account has to be updated and
has been temporarily suspended until they verify their billing information. They
provide a helpful “Update Now” button... that, of course, leads to a fake American

Express page.

This scam is not exclusive to American Express card users - it is used for all credit
cards. Never provide your personal and/or credit card through a text message, email or

over the phone.




