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OBJECTIVE:

The Town of Ayer's objective, in the development and implementation of this comprehensive written
information securityprogram ("WISP"), is to create effective administrative,technical and physical safeguards
for the protection of personal informationof residents of the Commonwealth of Massachusetts, and to comply
with obligations under 201 CMR 17.00.

This WISP sets forth the Town's procedure for evaluating our electronic and physical methods of
accessing, collecting, storing, using, transmitting, and protecting personal information of residents of the
Commonwealth ofMassachusetts. For purposes of this WISP, "personal information " means a resident'sfirst
name and last name orfirst initial and last name in combination with any one or more ofthefollowing data
elements that relate to such resident: (a) Social Security number; (b) driver's license number or state-issued
identification card number; or (c)financial account number, or credit or debit card number, with or without any
required security code, access code, personal identification number or password, that wouldpermit access to a
resident'sfinancial account; provided, however, that "personal information" shall not include information that is
lawfully obtained from publicly available information, or from federal, state or local government records lawfully
made available to the general public.

For purposes of this WISP, all documents and other data, whether in electronic or "paper" form, shall be
presumed to contain "personal information" unless otherwise clearly established and labeled.

II. PURPOSE:

The purpose of this WISP is to:

a) Ensure the security and confidentiality of personal information;
b) Protect against any anticipated threats or hazards to the security or integrity of such information; and
c) Protect against unauthorized access to or use of such information in a manner that creates a substantial

risk of identity theft or fraud.

III. SCOPE:

This WISP covers all officials and employees, including temporary or contract employees who have
access to personal information, in the Town of Ayer.

In formulating and implementing the Plan, the Town of Ayer has and will continue to:
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